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A hands-on guide to mastering mobile forensics for the iOS, Android, and the Windows Phone
platforms

About This Book

Get to grips with the basics of mobile forensics and the various forensic approaches●

Retrieve and analyze the data stored on mobile devices and on the cloud●

A practical guide to leverage the power of mobile forensics on the popular mobile platforms with lots of●

tips, tricks and caveats

Who This Book Is For

This book is for forensics professionals who are eager to widen their forensics skillset to mobile forensics
and acquire data from mobile devices.

What You Will Learn

Discover the new features in practical mobile forensics●

Understand the architecture and security mechanisms present in iOS and Android platforms●

Identify sensitive files on the iOS and Android platforms●

Set up the forensic environment●

Extract data on the iOS and Android platforms●

Recover data on the iOS and Android platforms●

Understand the forensics of Windows devices●

Explore various third-party application techniques and data recovery techniques●

In Detail

Mobile phone forensics is the science of retrieving data from a mobile phone under forensically sound
conditions. This book is an update to Practical Mobile Forensics and it delves into the concepts of mobile
forensics and its importance in today's world.

We will deep dive into mobile forensics techniques in iOS 8 - 9.2, Android 4.4 - 6, and Windows Phone
devices. We will demonstrate the latest open source and commercial mobile forensics tools, enabling you to
analyze and retrieve data effectively. You will learn how to introspect and retrieve data from cloud, and
document and prepare reports for your investigations.

By the end of this book, you will have mastered the current operating systems and techniques so you can
recover data from mobile devices by leveraging open source solutions.



Style and approach

This book takes a very practical approach and depicts real-life mobile forensics scenarios with lots of tips
and tricks to help acquire the required forensics skillset for various mobile platforms.
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From reader reviews:

Luis Vargas:

What do you ponder on book? It is just for students since they're still students or the item for all people in the
world, what best subject for that? Merely you can be answered for that problem above. Every person has
various personality and hobby for every other. Don't to be obligated someone or something that they don't
would like do that. You must know how great in addition to important the book Practical Mobile Forensics -
Second Edition. All type of book is it possible to see on many solutions. You can look for the internet
methods or other social media.

Michael Torres:

As people who live in often the modest era should be change about what going on or facts even knowledge
to make all of them keep up with the era which is always change and move forward. Some of you maybe
may update themselves by examining books. It is a good choice for you but the problems coming to a person
is you don't know which you should start with. This Practical Mobile Forensics - Second Edition is our
recommendation to make you keep up with the world. Why, since this book serves what you want and wish
in this era.

Tammy Booker:

Do you really one of the book lovers? If yes, do you ever feeling doubt when you are in the book store? Try
to pick one book that you just dont know the inside because don't ascertain book by its include may doesn't
work here is difficult job because you are afraid that the inside maybe not while fantastic as in the outside
search likes. Maybe you answer can be Practical Mobile Forensics - Second Edition why because the
amazing cover that make you consider with regards to the content will not disappoint you actually. The
inside or content is definitely fantastic as the outside as well as cover. Your reading 6th sense will directly
assist you to pick up this book.

Amber Tyson:

As a student exactly feel bored to help reading. If their teacher questioned them to go to the library as well as
to make summary for some guide, they are complained. Just minor students that has reading's spirit or real
their leisure activity. They just do what the professor want, like asked to the library. They go to there but
nothing reading very seriously. Any students feel that studying is not important, boring and can't see colorful
photos on there. Yeah, it is to be complicated. Book is very important to suit your needs. As we know that on
this time, many ways to get whatever we wish. Likewise word says, ways to reach Chinese's country. So ,
this Practical Mobile Forensics - Second Edition can make you sense more interested to read.
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